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Abstract

The rapid growth of mobile and IoT devices has exposed the limitations of traditional mobile
cloud computing, leading to the emergence of Drop Computing — a paradigm that enables
mobile nodes to offload data and computations opportunistically to nearby devices using
short-range protocols. While Drop Computing significantly reduces latency and power
consumption, the decentralized, multi-hop nature of data transmission introduces severe risks
of data corruption due to hardware failures, transmission errors, malicious nodes, or network
partitioning.

Avoiding Data Corruption in Drop Computing Mobile Networks is a lightweight, intelligent
framework that ensures data integrity in this highly dynamic environment. The system
employs a multi-path transmission model, real-time checksum and SHA-256 hash
verification at every hop, a node rating and trust scoring mechanism, and automatic
retransmission through alternate paths. Implemented as a Java/J2EE web-based simulator, the
proposed solution achieves up to 100% correct (uncorrupted) data delivery while maintaining
low latency and minimal resource consumption. It is ideal for real-time applications such as
IoT monitoring, disaster response, and ambient assisted living where data consistency is
critical.
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I. Introduction
Drop Computing is an evolution of mobile edge and fog computing that introduces an
additional layer of neighboring mobile devices for opportunistic, hop-by-hop data and
computation offloading. In this paradigm, nodes communicate using low-power, short-range
protocols such as Bluetooth and Wi-Fi Direct, reducing dependency on centralized cloud
infrastructure and lowering latency and energy consumption.

However, because data can travel through multiple intermediate mobile nodes without any
central authority, ensuring data consistency becomes extremely challenging. Traditional
error-detection methods used in stable networks fail in such decentralized, highly dynamic
environments. Hardware faults, malicious nodes, packet loss, and transmission errors can
easily corrupt data, leading to unreliable results in critical applications.

This paper presents Avoiding Data Corruption in Drop Computing Mobile Networks — a

complete intelligent solution that combines multi-path routing, real-time integrity
verification, node trustworthiness rating, and automatic recovery mechanisms. The system is

ISSN N0:2250-3676 www.ijesat.com Page 1150 of 1163


mailto:tejasri.golakoti@gmail.com

International Journal of Engineering Science and Advanced Technology (IJESAT) Vol 26 Issue 05, May 2026

designed to maximize the amount of correct data exchanged while keeping the impact on
latency and battery consumption minimal.

IL. Literature Survey
“A Survey on Data Integrity in Mobile Edge Computing” discusses various integrity
challenges in dynamic mobile networks and highlights the need for lightweight verification
techniques.

“Opportunistic Networks and Data Consistency Mechanisms” (Ciobanu et al.) explores
consistency issues in delay-tolerant and opportunistic environments.
“Drop Computing: Ad-hoc Dynamic Collaborative Computing” (Ciobanu et al.) introduces
the Drop Computing paradigm and its architecture.
“Data Consistency in Mobile Collaborative Networks based on Drop Computing” (Tabusca
et al.)) proposes early rating-based approaches for task  offloading.
“Fault-Tolerant Data Transmission in Edge Computing Systems” analyzes redundancy and
recovery techniques for unstable networks.
“Lightweight Error Detection for Resource-Constrained Mobile Devices” focuses on
checksum and  hash-based  methods  suitable for mobile  environments.
“Multi-Path Routing for Reliable Data Delivery in Opportunistic Networks” examines the

benefits of alternate path transmission.
“Trust and Reputation Systems in Mobile Ad-hoc Networks” reviews node rating
mechanisms to identify malicious or faulty nodes.
“Data Corruption Analysis in Storage and Transmission Stacks” studies real-world causes of
data corruption in mobile systems.

“Adaptive Data Protection Schemes for Dynamic Mobile Networks” proposes context-aware
protection techniques.

I11. Existing System & Proposed System

A. Existing System
Most existing solutions in mobile cloud and edge computing rely on single-hop device-to-
device communication or direct cloud offloading. Basic checksum or simple redundancy
methods are used, but they lack multi-hop support, node trustworthiness evaluation, and
automatic recovery in opportunistic scenarios. Rule-based or centralized approaches fail in
fully decentralized Drop Computing environments where nodes have no global view.

Disadvantages of Existing Systems

Limited to single-hop communication.

No node rating or trust mechanism.

High vulnerability to data corruption in multi-hop paths.
Increased latency due to frequent retransmissions.

High dependency on cloud/edge infrastructure.

Poor performance in unstable or disaster scenarios.

S e

B. Proposed System
The proposed system is a lightweight, intelligent framework specifically designed for the
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lowest layer of Drop Computing. It uses multi-path opportunistic transmission, real-time
checksum + SHA-256 hash verification at every hop, a dynamic node rating system based on
successful deliveries, and automatic retransmission through alternate trusted paths. The entire
solution is implemented as a web-based simulator using Java/J2EE, allowing real-time
visualization of data flow, error detection, and recovery.

Advantages of the Proposed System

Supports true multi-hop opportunistic communication.

Achieves up to 100% data correctness through rating + verification.
Lightweight and suitable for resource-constrained mobile devices.
Automatic detection and recovery with minimal latency.
Decentralized — no central authority required.

Real-time simulation dashboard for monitoring.

Highly scalable and fault-tolerant.

Nk Ld—

IV. System Design & Architecture

A. System Architecture
The architecture follows a three-tier model:

e Presentation Layer — Web-based simulation dashboard (JSP).

o Business Logic Layer — Java Servlets handling transmission, verification, rating, and
recovery.

o Data Layer — MySQL database storing nodes, packets, logs, and trust scores.

Data flows from source node — multiple intermediate nodes (with verification at each hop)
— destination, with automatic rerouting if corruption is detected.

(7}
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B. System Flowchart
The process starts with node registration — data packet creation at source — multi-path
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transmission — integrity check (checksum + hash) at every hop — if valid, forward; if
corrupted, trigger retransmission via alternate trusted path — update node rating — final
delivery with success report.

DFD - Avoiding Data Corruption in Drop Computing Mobile Networks
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C. Modules Overview

1. Node Management Module: Registration of source, intermediate, and destination
nodes with initial trust scores.

2. Data Transmission Module: Simulates multi-path opportunistic forwarding.

3. Error Detection & Integrity Module: Real-time checksum and SHA-256 hash
verification.

4. Recovery & Retransmission Module: Automatic rerouting on corruption detection.

5. Node Rating Module: Dynamic trust scoring based on successful deliveries.

6. Simulation Dashboard Module: Real-time visualization of transmission status and
statistics.

Table I: Technology Stack

‘ Component H Technology / Tool ‘
’Language HJava / J2EE (JSP + Servlet) ’
’Web Framework HJ SP + Servlet ’
’Database HMySQL |
‘Development ToolHNetBeans 8.2 |
‘Server HApache Tomcat 9.0 |
‘Simulation HMulti-path routing simulation ‘

ISSN N0:2250-3676 www.ijesat.com Page 1153 of 1163



International Journal of Engineering Science and Advanced Technology (IJESAT) Vol 26 Issue 05, May 2026

‘ Component H Technology / Tool |
Hardware |Pentium IV 2.4 GHz, 100 GB HDD, 1 GB RAM|
‘Operating System HWindows 10/11 |

Table I1: Performance / Evaluation Summary

Metric / Component Proposed Existing Remarks
System Systems
‘Data Correctness H 100% H65—85% HRating + Hash verification ‘
IAverage Latency “Low ||High ||Mu1ti-path with smart recovery ‘
. . . + -

Corruption Detection ||[Real-time Delayed l(llilgcksum SHA-256 at every
IFault Tolerance “Excellent ||Moderate HAutomatic retransmission ‘
Resource Low Medium—High |Lightweight for mobile nodes
Consumption
|Scalability |High |Limited |[Handles large number of nodes |
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VI. Conclusion

This paper presented a complete intelligent solution for Avoiding Data Corruption in Drop
Computing Mobile Networks. By integrating multi-path transmission, real-time integrity
verification, and a dynamic node rating system, the proposed framework successfully
achieves 100% data correctness in a fully decentralized opportunistic environment. The
system is lightweight, scalable, and highly suitable for real-world Drop Computing
applications including IoT, disaster response, and ambient assisted living. Future
enhancements will include Forward Error Correction (FEC), Al-based path prediction, and
blockchain for immutable trust records.
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